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Topic Area :  7   Information Assurance (IA)
Lead/Facilitator: Mr. Joseph Giordano and Mr. William Wolf 
Description: Information Assurance is an area that seeks to defend an organization’s global information enterprise (computers, networks, and information systems) through employment of protect, detect, assess and respond capabilities. This is accomplished by ensuring availability, integrity, authentication, confidentiality, and non-repudiation. The AFRL/IF R&D program provides the Air Force and DoD with a technology base and new products for Information Assurance that is used to provide the Warfighter with accurate, trusted, and reliable information. The technology that we produce helps to develop secure, survivable information systems and networks that the Air Force and DoD depend upon for  Information Superiority, which is one of the Air Force’s Core Competencies. The objective of this Information Institute session is to explore key issues related to Information Assurance including protection strategies, mailicious code detection and eradication, defense of wireless networks, attack recognition and diagnosis, cyber forensics, active response and intrusion tolerance. 

Topic Area :  8   Mobile Ad-Hoc Networks (Security)
Lead/Facilitator: Mr. Robert Husnay and Mr. Siamak Tabrizi
Description: The objective of this topic area is the  development of advanced information assurance (IA) techniques for peer-to-peer IP networks across “Mobile Ad hoc Networks” (MANETs) envisioned in future DoD battlefield communications and information systems.   Mobile Ad-Hoc Networking (MANET) research addresses the military's requirement for self-forming, self-healing networks of mobile platforms.  Significant work has been funded by DARPA under the GloMo, SUOSAS, SensIT, and Fault Tolerant Networks programs.  But, little research has focused on the accommodation of fast-moving airborne platforms into this environment.  Metrics are also needed for evaluating the different techniques that have been developed (DSR, AODV, ZRP). Also the DoD’s backbone communications architecture is migrating towards Internet Protocol (IP) technology.  The DoD is deploying IP networking in  tactical radio networks in order to provide information superiority to the Warfighters.  The extension of IP technology to tactical networks requires peer-to-peer networking across MANETs.   There has been progress on several key technologies.  First, there has been extensive research on routing, addressing and Quality of Service (QoS) technologies for MANETs.  Second, the DoD has developed encryption-solutions for both backbone and tactical IP networks, while the Internet Engineering Task Force (IETF) has developed the IP Security (IPsec) protocols for commercial networks.   While these cryptographic solutions provide data-confidentiality and strong entity-authentication, they do not provide a complete IA answer for DoD tactical users.  Third, several DoD programs (such as DARPA’s Future Combat System (FCS)) are working on physical-layer improvements to the Low Probability of Interception (LPI), Low Probability of Detection (LPD), and Anti-Jam (AJ) characteristics of DoD communications systems.  However, there has been less work on LPI/LPD/AJ technologies that span multiple layers in the “protocol-stack.”  As such, a remaining problem is Information Assurance, for peer-to-peer IP networks, spanning all protocol layers.  For tactical users, an especially important issue is improved IA against insider threats and subverted nodes.

Topics of Special Interest:

a) Distributed intrusion-detection techniques against insider threats and subverted nodes.

b) Techniques for improved LPD/LPI/AJ performance, spanning multiple protocol layers. 

c) Increased protection against denial-of-service attacks.

d) Service location protocols for discovering other node’s security capabilities. 

e) Policy-based networking that considers both QoS and security.  

f) Accommodation of fast-moving air and space platforms into this environment

g) Metrics for evaluation of MANET protocols

