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Task 1.1 - Draft Windows NT Interim Development Guidance for DII COE Platforms�


Issue





The DII COE Development and Segmentation Guidance for Windows NT Operating System is undergoing an evolution to provide DOD CINCs, Services and Agencies (C/S/A) with a very adaptable environment that is compatible with commercial products while maintaining security.  Interim guidance during this period is required to prepare DII COE Programs Developers that utilize the DII COE Windows NT platform for this evolution and to minimize changes that will be formalized during the second half of CY98.


�Background





The DII COE NT Advisory Group (NTAG) has been a significant contributor in the evolution of a useable integrated run-time environment for Windows NT platform within the DII COE.  Meetings with the DII COE Engineering Office, the DII COE Chief Engineer and Dr. Perry have lead to a change in direction for the NT platform resulting from DISA’s desire to commercialize the DII COE kernel. This decision required a significant research effort to formulate a comprehensive set of guidelines and processes for this purpose.  Identified below are areas of agreement resulting from these meetings





The Microsoft Designed for Windows NT and Windows 95 Logo Program Specifications are recognized and fully embraced by DII COE for NT Segments.  The concept of "self-describing" segments is a DII COE requirement that should be continued on the NT platform.  Augmentation of the DII COE guidance documents (e.g., Integration and Run-Time Specification, the Style Guide, and others) is needed to address Logo Program Specifications.  In evaluating and recommending augmentation of the DII COE with the Logo program, it is understood that extensions unique to Microsoft are to be avoided when possible and when not possible, need must be clearly articulated with supporting rationale for DII COE Engineering to make such decisions.�


"Segment" install/de-install is a common function and that the DII COE should continue to be responsible for as part of the NT-COE kernel.  "Common" install/de-Install capability must be compliant with the MS Logo program specifications and that it should transition smoothly to the native install/de-install capabilities planned for NTv5 and the Zero Administration Workstation.  Some features that the Install/De-Install must support include:





Stand-alone, enterprise (push from a server), and "web-based" installations, 


Attended and unattended installations, 


Work "in conjunction with" the NT "add software" Control Panel Applet and 


Employ the capability to install/de-install COTS, GOTS, and most distribution formats of Shareware (ZIP, Self-exploding EXE, etc.).





A segment will use Segment Descriptor Files (SDF) to designate desired registry entries during the DII COE Version 3.0 through 3.3 timeframe. SDFs will be used once by the DII COE install/de-install program for the correct registry settings for the segment. Run-time operation of the segment will use the Win32 API to interact with the registry information.  The NTAG should provide recommendations for possible use of COTS products to perform the Install/De-install functions for the current NT platforms.  They should identify modifications and changes needed to the Segment Descriptor Files (SDFs) for proper installation of NT applications and segments, and other NT implementation issues, particularly with regard to use of the registry.�


The use of the Registry database is unrestricted provided that its use is consistent with the definitions of "well behaved" Win32 applications.  It is further understood that the implementation of "environment variables" defined in the DII COE I&RTS are for backward compatibility with legacy code (e.g. USER_HOME, SYSTEM_ROOT, etc.) can and should be implemented as registry entries.  Guidance provided by the DII COE I&RTS on the "naming conventions" for application registration within the registry.�


The directory structure for the DII COE NT Platform segments will be self-contained and will be location insensitive.  It is intended that the COE will provide APIs to segment that return handles to directory locations rather than relying upon a fixed, hard coded structure.  APIs will make use of the Windows NT registry for this type of information.  Naming conventions for GOTS segments will continue to follow the DISA guidance established with a segments registration.  Use of the UNIX H structure described in the DII COE I&RTS is a logical structure is primarily for the benefit of legacy applications.  Further guidance will be forth coming on the preferred directory structure for the CM and run-time environments.�


Proposal





The DII COE NTAG currently endorses the use of Microsoft Windows NT Workstation and Microsoft Windows NT Server as operating systems that complies with the DII COE.  As a result of this endorsement, the following guidance is provided to the DII COE development community:





DII COE developers and users are encouraged to select hardware platforms that are contained on the Microsoft Hardware Compatibility List.  While this is recommendation, DII COE users and developers that do not follow this recommendation can not expect to find help from the DII COE Support Office concerning hardware compatibility problems.�


DII COE developers and users are required to obtain the latest version of the DII COE kernel from the DII COE Sponsoring Office (e.g. DII AF for Air Force).  To obtain this software, the developers' sponsor must register with their DII COE Sponsor Office for sponsorship to the DII COE.�


The use of the recently released DII COE Secure Windows NT Installation and Configuration Guide (http://spider.osfl.disa.mil/dii/aog_twg/twg/ntsig/ntdoc_diicoe_dec5_DISA.html) is encouraged for DII COE Platforms.  This document details guidance for establishing a secure Windows NT environment for multiple levels of classification.�


DII COE developers should use the Microsoft Designed for Windows NT and Windows 95 Logo Handbook for Software Application Version 3.0 a, Microsoft Platform SDK, new Win32 SDK, and Windows Interface Guidelines for Software Design as development guidance for the DII COE NT platform applications.�


DII COE developers should obtain a free copy of the Logo Analyzer (analyze.exe) software from VeriTest Corporation (downloadable free at �hyperlink http://www.veritest.com ��Error! Bookmark not defined.�) and use it to establish compliance with the Logo Program.  The results of these tests should be submitted to the appropriate certification lab (DCT, OSF, AF, Navy, Army, Marine Corp, Coast Guard, etc.) for evaluation.�


For the DII COE Version 3.0 - 3.3 timeframe, create full /abbreviated segmentation Segment Descriptor Files (SDF) for developers applications and segment accordingly in the DII COE How to Segment Guide (Current Version 5.1) with the current DII COE Installer tool. This requires DII COE developers’compliance with the Microsoft Designed for Windows NT and Windows 95 Logo Handbook requirements for installation/de-installation of Windows NT applications.�


For the post DII COE 3.3 time frame and as the DII COE transitions toward a commercialized kernel, DII COE developers should begin using the InstallShield process as replacement to the current segmentation (e.g., MakeSeg, TestSeg, RemoveSeg, InstallSeg, etc.) tool kit.  The DII COE Installer will be replaced with the Native NT Add/Remove Programs applet.  Information on the InstallShield process can be found at this web site in the following documentation:





Word Document titled Proposed DII COE Installation Procedures for NT 


Power Point Presentation titled NT DII COE Application Installation Procedure Proposal.


  


Submit the application to the appropriate DII COE sponsoring laboratory for compliance checking.�


Rationale


As the commercial NT platform has matured, many C/S/A have begun opting for it use by their development contractors as a cost effective migration path for legacy systems.  The DII COE NTAG recognized need to provide guidance to those DOD Programs developing and implementing applications on the DII COE NT platform.  The acceptance and implementation of the above proposal should provide the guidance needed and lead to:





Improved interoperability among Windows NT applications, 


Allowing the commercialization of the kernel to become a reality,


Improved application stability during upgrades to the NT O/S, 


Preparing the Windows NT platform for obtaining parity with the other operating systems in the DII COE and 


Minimizing development costs by using a single set of developments rules for programmers regardless of the types of code (GOTS, COTS, Shareware) being produced.
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