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1. 
Introduction

1.1 Study Objectives and Scope

In early fall of 2002, ISX Corp., supported by a key group of JBI researchers, undertook a small study for the Air Force Research Labs Information Directorate (AFRL-IF).  The purpose of this study was to create a baseline definition for the concept of Force Templates in the Joint Battlespace Infosphere (JBI).   By developing this definition and exposing it for comment across the JBI community, AFRL-IF hopes to build consensus on the role of Force Templates in the JBI.  The desired end state is a concept definition that defines high-value JBI functionality, is practical (both operationally and technically), and is consistent with the JBI concepts emerging from ongoing AFRL-IF research.

In the years since the original USAF Scientific Advisory Board studies [1][2], a variety of Force Template concepts have emerged.  These concepts represent quite diverse models for the role of Force Templates in a JBI-based C2 
environment.  Each model results in a wide span of requirements and wildly varying concepts for the degrees of automation and dynamic adaptation supported when a force element “joins” the JBI.  An important objective of this study was to resolve the scope of functionality implied by the Force Templates concept, including defining the concept as a unique and important element of a practical family of JBI capabilities.  Our guidance from AFRL-IF focused our study on revisiting the original JBI study concepts and validating the varying interpretations and extensions of these concepts with key members of the original JBI study teams.

The study focused on three key areas:

· Defining the role and scope of Force Templates in horizontal integration of JBI-supported command and control processes;

· Identifying requirements for the role played by Force Templates in supporting policy-based information management in the JBI, and in addressing JBI authentication and security issues relevant to Force Templates;

· Recommendations for Force Template implementation using the JBI Platform services (including JBI information objects and metadata shared through the JBI Common API, publish and subscribe and query services, and fuselets) and identification of any requirements for platform extensions to support Force Templates.

1.2 Study Methodology 

Our study was organized into three phases of activity.  First, we undertook a detailed review of past work relevant to the JBI Force Templates concept.  This included the original JBI reports as well as the results of more recent JBI working groups and research activities.  As part of this activity, a set of working concepts were developed, in briefing form, to serve as a foil for discussion among selected visionaries across the JBI community.

Our second phase of activity focused on discussions with these visionaries to gather their comments and observations.  These wide-ranging discussions addressed issues from operational concepts and usage scenarios to technical implementation concepts.  They even included a “what if we were to start over” consideration of the newest ideas in enterprise-class Web services interfaces.  The discussions included inquiry into the original intent of the members of the USAF-SAB study panels, but also asked those members to comment on more recent concepts and ideas.

Our final phase of activity is represented in this report: to coalesce and condense these inputs into a baseline definition that can be used to move forward toward practical and high-value Force Template extensions to ongoing JBI research and development activities.

Our sincere thanks go to the following key contributors to this work:

· General James P. McCarthy, USAF Ret., USAF Academy

· Mr. Scott Fouse, ISX Corporation

· Dr. James Hendler, University of Maryland

· Dr. Charles Morefield, Alphatech Corporation

· Dr. Tom Garvey, SRI International

· Members of the “JBI Roundtable” advisory group

· Members of the AFRL JBI research team

2. Background

2.1 JBI Concept Overview

Milligan and Hendler [10] provide a concise overview of the JBI concept:

“Today's information systems were designed to accomplish singular functions. These large, monolithic systems each require their own information management infrastructure (e.g. servers, transport, network, data, interface layers, etc.).  Because of this, there is only limited horizontal integration of information amongst the systems.  Furthermore, the Department of Defense (DoD) pays for this infrastructure each time it acquires a new capability.  Although these systems provide a great deal of information to the warfighter, they are disjointed, leading to challenges in interoperability, information overload, and information deconfliction.  The result is that these “stove-piped” systems make it difficult to build a common operational picture of the battlespace. 

Commanders, warfighters, and other combatants need an information management and exchange capability that supports tailorable, dynamic, and timely access to all required information to enable real-time planning, control, and execution of the aerospace mission.  The Joint Battlespace Infosphere (JBI) will provide this capability.  The essence of the JBI is a globally interoperable “information space” that aggregates, integrates, fuses, and intelligently disseminates relevant battlespace information to support effective decision-making.  The JBI is part of a global combat information management system, established to provide individual users with information tailored to their specific functional responsibilities.  It integrates data from a wide variety of sources, aggregates this information and distributes it in the appropriate form and level of detail required by users at all levels.

One of the principal goals of the JBI is to improve the affordability and flexibility of future information systems.  It is to provide an open (standards-based) and extensible infrastructure upon which legacy, evolving, and future information systems will operate.  It will foster the interoperation of disparate information systems in ways that could not have been predicted when these systems were first designed.  It will allow the Defense Department to follow the examples set by the commercial sector with respect to rapid technology insertion/refresh and incremental development of information systems.  It will enable Joint Task Force (JTF) commanders to customize and tune their own information architecture along with their force structure to match any given operational environment.  Similarly, it will enable warfighters at all echelons to express and exploit their creativity and innovation to perform their jobs better.

The JBI Research and Development (R&D) Program is structured to address the challenges of realizing the Air Force Scientific Advisory Board's vision as delineated in two SAB summer study reports, Information Management to Support the Warrior (1998) and Building the Joint Battlespace Infosphere (1999).  The Air Force Research Laboratory (AFRL) Information Directorate’s JBI R&D Program leverages commercial technology investments, focuses on the gaps between available technology and defense needs, rapidly develops prototypes to explore competing designs and reduce risk, and works closely with other DoD services/agencies to help synchronize similar R&D efforts.

Technically, the JBI information management system (a.k.a., Platform) employs Publish, Subscribe, Query, Transform, and Control core services to deliver decision-quality information in a secure and assured fashion with the desired Quality of Service (QoS) to all users at all echelons.  Applications that interoperate with the JBI Platform core service through a Common Application Programming Interface (CAPI) are called JBI Clients.  JBI Clients share information objects with each other through the JBI through publish, subscribe and query mechanisms provided by the Platform.  For example, one client would subscribe to some type of information which is delivered by the JBI Platform when another client publishes that type of information some time in the future.  Published information is also persisted so that clients can query historical information.  The JBI control core service provides such capabilities as authentication, authorization, and information assurance.  The JBI transform core service enhances the value of the information delivered by the Platform through mechanisms (e.g., filtering, aggregation) that tailor the information delivered to fit the specific needs of the warfighter and mission.  An instance of the JBI is a dynamic system that is “stood up” for a specific purpose or mission, and is flexible to the evolving needs over time of a diverse and changing membership set of clients.  

The JBI is built on four key concepts as elaborated in the SAB reports.  These are:

1. Information exchange through publish, subscribe and query,

2. Transformation of data into knowledge via fuselets,

3. Distributed collaboration through shared, updateable knowledge objects, and

4. Assigned unit incorporation via force templates.”

The aspect of the JBI concept most relevant to the discussion of force templates is that of a dynamic system stood up from a rapidly assembled, continuously changing collection of clients aimed at implementing the commander’s desired command and control infrastructure for a specific operation.  In the words of the first JBI report, “The BI allows the CINC or a CJTF to define operational policies, concepts, and access while organizing information support around current operations.” 

The JBI objective of more effective horizontal integration of command and control “business processes” must be considered in this context of bringing together the diverse functional elements necessary to conduct combat operations.  These include command elements (both forward and rear), combat force elements, logistics elements, C2 intelligence and planning functions, etc.  For any specific operation, these C2 process elements may include U.S. forces and coalition forces, and may span partnerships with allies possessing JBI-friendly C2 systems, or ad hoc coalition partners with less sophisticated and less JBI-aware C2 systems (including manual C2 processes).  Non-military organizations and even Non-Governmental Organizations (NGOs) may participate as critical JBI-supported organizational elements.


As U.S. forces face an increasingly diverse range of missions and operations, the JBI must support operational command and control processes individually tailored to the demands of current operations: unique new processes that integrate JBI-supported client organizations in new ways; and interactions among units and organizations with no pre-existing agreements or mechanisms to support effective interaction.  Finally, the JBI-supported operational organization will face continual change, with new forces being brought into theater, new resources and C2 services being made available, and new organizations or coalition partners being brought into the operation.  In future military operations, the ability of the CINC or CJTF to establish the right processes will be a critical JBI-enabled element of mission success.

The concept of a collection of core JBI capabilities that satisfy these needs has emerged, first from the JBI SAB studies, and continuing through recent JBI research team publications, procurements, and  experiments.  Concepts for many JBI elements, including: JBI objects for information sharing; publication, subscription and query of those objects; a common API for JBI client integration; and JBI Fuselets have evolved.  This study examines the potential role of Force Templates to extend this collection of capabilities as a complimentary mechanism.  Force Templates provide the means to standardize selected classes of common interactions associated with a unit or organization integrating and operating as part of a JBI-supported operation.  

2.2 Force Template Concept Overview

Force Templates were not explicitly mentioned in the 1998 USAF-SAB report that originated the JBI concept.  There were, however, references to key concepts that hinted at requirements for such a capability.  This first report recognized the requirement for new units to join a JBI and share information effectively.  It emphasized the use of the currently recognized JBI core elements (information objects and metadata, publish and subscribe, query, and fuselets) as the critical mechanisms by which this sharing should take place.  It also posited the need for standardization of information representation as a key element of coherent interaction through the JBI.  The design of standardized “Military Objects” and the management of information flows were clearly identified as challenges to be addressed in JBI design, and the requirement to easily add and remove assets and services in the JBI-supported environment was discussed.  

In the report from the 1999 study, these issues were explored in considerably more depth.  It addresses the JBI as a mechanism to enable “entirely new ways of doing business.”  The report describes the need for a CINC to initialize the JBI to “define the types of information objects to which users and systems may subscribe,” and notes that “as new units are deployed, they seamlessly become part of the JBI, subscribing to and publishing relevant information from the start.”  Default “settings, processes, and data values” are cited as key to supporting the common operating picture.  More specifically, the report notes “assigned unit information” including capabilities, status, logistics requirements, and also notes the need for clear “publish and subscribe requirements” among systems and users from these assigned units.  

This discussion led the second SAB report to put forward the notion of a “Force Template” as the mechanism by which a new unit can be effectively integrated into a working JBI-supported operation.  The Force Template is described as “an information interface or definition of data to be exchanged.”  It is identified as a two-way exchange mechanism, incorporating descriptive information from the unit about its capabilities and support requirements, as well as information from the JBI about expected publications and subscriptions that would serve to link the unit or force element’s own BI or computing environment into the JBI.  This report also describes a more process-oriented use for Force Templates, where units whose function requires regular publication of updates to changing information will produce standardized products for consumption in the JBI.

In short, this report ties the Force Template concept to a simple, core property of the JBI: “Information is represented in formats that are known to all (or most) JBI clients.”  Merging a unit into the JBI, whether a combat force element or a C2 service provider, requires that the unit produce expected information objects in an expected form, and that the unit subscribe to and respond to other specific standard publications to ensure proper assumptions of the responsibilities of its assigned role.  The report goes so far as to state that “The key elements of the JBI’s information structure must be subject to widespread agreement among the Joint Services.”  The coherence in horizontal integration afforded by this standardization is the essence of the Force Template concept.

Later studies and workshops [3, 4, 8] have expanded beyond these straightforward notions of Force Templates as simple “information exchange contracts.”  The role of the Force Template in facilitating a smooth merging of a unit into the JBI led to a significant expansion of the Force Template vision.  These extensions address:

· Security aspects of connecting a new unit into the JBI, introducing the notions of a JBI “pass” that carries the unit’s authentication credentials, and in turn identifies its roles and authorizations for information access and authorized publication.

· Information policy constraints on individual information elements, allowing publishers to constrain the dissemination of published information.

· Constraints on information requirements as key elements of unit subscriptions.

· Speculative or conditional information requirements that could allow the JBI to anticipate information needs by tailoring the JBI to adjust quality of service assumptions, pre-positioning information paths, and ensuring the availability of time-critical information on demand.

· New elements in the force template including fuselets, ontological definitions to map unit content into JBI content, representations of organizational policy, and machine-understandable interfaces to services.

· The notion of a dynamic Force Template with a working repository of unit-specific information that would evolve as the role or function of the unit changed in the overall JBI-supported operation.

Perhaps the most surprising and illuminating lesson learned in the pursuit of this study was the extent to which the Force Templates concept has become overloaded with extended functional requirements.  In discussing the Force Templates concept with original members of the USAF SAB studies, the consensus was that the FT concept was intended to be a simple standardization of information sharing.  To paraphrase one conversation: “All this stuff about authentication and policy resolution may be fine.  But what we wanted was just a simple template that would tell everyone in the JBI the basic information they need to know about almost every combat unit.”  Of course, with more conversation, these discussions tended to elaborate some of the underlying complexity of using information sharing in the JBI to enable coordination of forces, and to enable coordination of operational processes.  But the discussions consistently return to a common theme: if we agree on the representation of certain key information elements, and if units agree to publish specific sets of these information elements relevant to their function and status, we address most of the key requirements of Force Templates. 

3. Operational Requirements and Examples

3.1 Basic Force Template Requirements 

Force Templates
 provide a mechanism for a force element to “declare” descriptive properties and status information by publishing a standardized JBI object.  Any JBI client with appropriate access permissions will be able to exploit this information by subscribing to the appropriate Force Template objects.  Standardization of these Force Template objects allows a client to gather basic information about all force elements in the JBI without negotiating unique information exchange protocols with every individual force element.  This mechanism will allow subscriber clients to obtain at least minimal information about unfamiliar force elements, and allows aggregation of information from all force elements in the JBI.

Force Templates will be specialized by force element type.   An Air Wing Force Template, for example, will specialize the basic Force Template structure with the additional attributes that describe an air wing, its capabilities, and its status. We envision a Force Template mechanism that can support a range of unit types.  These would include combat elements at all echelons, command elements, and support elements including combat support, logistics, and a wide range of functions.  
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Force Template Combat Unit Example

The most basic example of a Force Template identified in our study was the specification of a single, descriptive JBI object that provides a simple description of a combat unit.  When a force joins the JBI, it would be required to publish an instance of a Force Template [Figure 1].  This force template includes key elements common to all unit types (“Standard Unit Descriptor” elements)  and force elements (“standard unit descriptor” elements), and extensions that reflect the specific attributes and business processes of the unit type (“Unit-type-specific” adding attributes common to all instances of the unit type, and “unit-specific” attributes capturing additional annotations unique to the specific unit).

Operational Subject Matter Experts (SMEs) we interviewed described this concept as “form-like.” Units would be required to fill in basic information (Unit Identification Code, size of force, level of readiness, number of days of sustainment the force could organically support, key dates such as date of arrival in theater, etc.).  For the commander and his staff, even this simple design of a Force Template would allow an easy roll-up of available forces, and would allow other C2 processes such as logistics to recognize that a new unit is on board, and to perform a basic assessment of its needs.  Even the most technologically-primitive coalition force members could provide such a force template to the JBI, literally filling out a form that could be submitted manually for publication by the command staff.  What makes the information sharing work is its simplicity: all clients know the common attributes of all Force Templates.

The “standard unit descriptors” in the definition of a Force Template will specify properties that should be published for every military unit, regardless of type.  Unit identification and organizational / country affiliation are clear requirements.  Additional security attributes / access permissions, role assignments, command elements, and capabilities could be considered as potential “standard” attributes, though additional requirements research must address whether these attributes should be universally represented across all unit types.

In addition to identification of the unit and basic attributes, Force Template definitions for different types of units will specify attributes and capabilities which would reflect the operational composition and function of that type of unit.  These attributes are described as “unit-type-specific” descriptors. A Combat Infantry Force Template, for example, would contain information about the unit’s various combat capabilities: munitions types, mechanized combat capabilities, sensors and communications capabilities, organic transportation and support (e.g. troop transport trucks, fuel trucks, water trucks, etc.).  A Fighter Squadron Force Template might describe quite different capabilities, such as the number and type of aircraft, combat and support staffing, and sortie generation rate.  More mission-specific capabilities, such as the number of all-weather or night sorties that could be generated, or the number of aircraft that could be equipped with specific sensors, would also be included.   In general, key capabilities include: numbers and types of combat forces, numbers and types of ISR assets, numbers and types of support assets, and the ability to sustain.

Annotation of additional unit capabilities or operational constraints might also be part of the Force Template, included much as “annotation comments” might be added to any form-based information template.  These “unit-specific” descriptors allow declaration of useful capabilities and services or unusual force composition that is atypical of the unit type.  While such unit-specific extensions are possible, they pose a problem for interoperability in the JBI.  Unless subscribing clients in the JBI understand the semantics of these annotations, and expect to find them in the unit-specific descriptors of the published Force Template, they are not likely to contribute to awareness and information sharing that enables horizontal process integration.  To the greatest degree possible, useful descriptor properties should be part of widely-shared standard-unit or unit-type-specific Force Template descriptors.  The basic model implied here is simple: interoperability is enabled by declaring standard representations of the common descriptive attributes and capabilities of a military force element.  Force Template designers should create specializations of these for different types of force elements, but strive to create a manageable set of standardized JBI objects and require that units publish the appropriate content.

3.3 Force Templates with Dynamic Content

The next level of complexity of the Force Template concept must address how the unit maintains some coherent published view of its operational state for clients that need this information.  This poses a requirement for the Force Template to specify publication requirements that require regular update by the unit.  The clearest examples of this concept are found in simple status information.  We might decompose this into several categories of generally useful status information:

· Deployment status:  Where is the unit?  When is it expected to arrive in theater?  How many personnel are deployed?  

· Readiness status:  What percentage of the force is combat ready?  How many elements and what capabilities could be tasked?  What is the current sustainable mission or sortie generation capability?

· Logistics status: What are the current organic inventory levels for unit munitions, fuel, food, medical supplies, etc.?  How long could they sustain ops given these inventories?  When is re-supply scheduled?

A typical usage example might involve the C/JTF requesting a daily tracking of aggregate fuel and air-deliverable munitions available at air bases in theater, with a separation of conventional and PGM-capable munitions and their guidance packages.  This simple example stresses several elements of the JBI to provide a capability not available in conventional C2 systems.  Typically, a C2 environment would consist of units with their own databases, each providing roll-up views or query tools.  The differences across Joint and Coalition force elements would make the creation of this aggregate view a very difficult problem: largely manual, and therefore slow.

With the JBI and Force Templates, this becomes a simple problem: the standardized Force Template contains JBI objects that air units are expected to publish, so those units initially create regular publications of important status information.  Since these are published as FT-standardized JBI status objects, the JBI staff knows what they need to subscribe to in order to find the right content.  A new “roll-up” JBI object can easily be created, and populated automatically by creating a small set of fuselets to aggregate the status data for the right units.  When a unit publishes a new status object to reflect a change in status, the fuselets re-aggregate their roll-ups.  Again, it is the standardization of published information objects in the Force Template that makes this a simple task, eliminating the need to create interfaces to varying unit-specific databases.

3.4 Operational “Business Process” Objects

Perhaps the most important role of the JBI lies in its ability to facilitate theater-wide horizontal integration of C2, ISR, and other business processes.  The essence of this integration is the creation of shared visibility into the working state of operational processes and products.  This allows different process elements to have visibility into changing situations, requirements, and work products, and to contribute collaboratively and effectively, adding the right inputs or taking the right decisions at the right time and in the right context.

Certainly, the vehicle for this horizontal integration involves the use of JBI objects for information sharing, but it must also involve understanding of how those objects reflect the changing state of information products.  The SAB reports presented what has come to be known as the “Target Cup” example.  This example centers on a target as an information entity.  Initially, a target is just an entry in a database containing a Master Target List.  As we raise our view of this target to the level of a target of interest that we might want to strike, we start to talk about this as a “Candidate Target,” and create a C2 targeting process product in the JBI in the form of a Candidate Target JBI object.

Candidate targets become the focus for additional C2 processes.  A candidate target being considered might trigger additional ISR collection to validate target status, location, and other attributes.  JAG interest might be triggered by the publication of this object, with the JAG’s assessment of the legal issues involved in this targeting decision (e.g. is this a “restricted” target? Is striking it within the ROE?).  As these additional processes are triggered by the assertion of the “Candidate Target” object, their added information is “linked” to or added to the target object.  As some C2 process decides to make this a “Selected Target,” a new JBI object is asserted, linked back to the “Candidate” target, and its assertions trigger more C2 processes appropriate for this stage of target consideration.

In the same way, this target might become a “Prioritized” target, then a “Scheduled” target, and finally a “Struck” target triggering further BDA assessment and re-strike consideration.  At each step, new processes have their attention focused by the publication mechanism, and these processes add information to the shared JBI object representing the target. (This is the “cup” analogy… the target object getting “filled” with information as it progresses through different stages of evolution, carrying that information with it as it goes from state to state).  

The “Target Cup” analogy illustrates a key element of horizontal integration: exploiting the JBI publish and subscribe mechanism to facilitate inter-process coordination that extends beyond sequential handoff of finished products, and allowing some degree of asynchronous collaboration and parallelization of intelligence, operational decision making, and force employment processes.  In a sense, this example shows the JBI platform services in the role of an event-based control mechanism implementing a simple form of workflow management.  Events in this case are implemented by the publication of JBI objects and the subsequent delivery of those JBI objects to subscribers.  Each of these JBI objects represent a state change in a conceptual object of interest (a “business object”) whose sequence of states (represented by a linked sequence of JBI objects) comprise the workflow model.  The missing pieces in this description include:

· The workflow model itself: the a priori definition of the sequence of business object state changes that define the form of an operational process;

· The ownership of the process: who in the process is entitled, authorized, and responsible for instantiating the business process-relevant JBI objects, for tracking their state, and for recognizing and implementing state changes (recognizing that different JBI clients might be responsible for different parts of this process);

· The responsibility for participation in the business process: which JBI clients are required to participate in each process step?  This in turn implies some mechanism for insuring that JBI participants understand that they are expected to subscribe to certain kinds of objects, and that they are obliged to contribute their inputs to the changing state of that object.

Another example of horizontal integration provided by our SME interviews is taken from an after-action analysis of a specific C2 business process from the Afghan war.  This example is derived from the Request for Forces process.  Analogous to the “Target Cup” example, the driving problem here is creating opportunities for multiple “client” processes to collaborate on a single decision process.  In this case, an initial Request for Forces is generated by the supported CINC or C/JTF.  The processing of this Force Request today must pass through numerous sequential steps to gather information, perform analysis, review, and approve the request and the selection of a specific force element to be deployed to satisfy the request.

One can imagine this process re-cast as a JBI-integrated set of operational business processes.  The C/JTF staff would initiate the request and “own” the publication of the initial force request object.  Its publication would trigger subscriptions by other organizations, such as the SecDef office to approve the request, or the supporting CINC which must consider possible units to fill the request.  Some of these steps represent critical-path steps toward creating an approved and implemented force request.  Identifying a candidate force element to fill the request would be an example. Other triggered subscribers would use the subscription as notification of an impending requirement.  For example, in-theater logistics consideration of beddown for a notional force element might be triggered even before the specific unit is assigned or approved.  In some cases, an action like identifying a specific unit would change the state of the Force Request, and would trigger the appropriate set of related business processes.

As the Force Request goes through various states (from Requested, to Resourced Candidate, to Proposed, and to Approved) different processes would be triggered to add information or approvals.  The changing states of the Force Request would be used to trigger the right processes in the right sequence where sequential dependencies are required, such as soliciting JAG review before requesting SecDef review and approval.   More importantly the publication and subscription mechanisms would allow many of the independent processes to operate in parallel. In an actual after-action study for the Force Request, approximately 20 sequential steps were identified, each requiring transfer of the request to a different office for processing, and in total requiring as much as six weeks of handling.  Parallelization of these processes offers substantial improvements, potentially reducing decision cycles from weeks to days or from days to hours.

Neither the Target Cup nor the Force Request examples fit the classic definition of a “Force Template” as they do not describe a combat unit or its capabilities.  Our discussions with various JBI study participants, however, reveal this kind of parallelization of operational processes to be a core element of the intent of Force Templates.  Force Templates in this model are not just about what standard objects you publish when you first join the JBI.  They also involve a degree of standardization of the publications related to frequent operational processes, and how those standard publications enable horizontal integration through the JBI.  

In this sense, the “Force Template” is really a larger concept that involves using standardized templates for information representation, publication, and subscription to achieve horizontal integration [Figure 2].  For example, the 32nd Air Intelligence Squadron in Ramstein would publish a basic Force Template  based on its unit type.  However, in different operations, this squadron might be assigned a range of operational roles.  Their unit-type-specific Force Template might describe the publications and subscriptions they support as an intelligence cell, relating to both force protection and target system analysis capabilities. On order, they have the capability to perform the role of managing the “target nomination board,” or in a different operation they might be asked to assume the role of “ATO generator.”  
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Each role implies a requirement that the unit gather (subscribe to) certain types of information and publish certain work products.  However, the unit should only publish these products if assigned and authorized to perform that role in a specific JBI-supported operation.  This model maintains the notion of standardized information exchange for the unit type, but its application accounts for the various role assignments set by a commander’s policy. 

3.5 Requirements Summary

The previous section provided examples of several levels of complexity in horizontal integration of JBI client interactions into coherent operational processes.  We can consider these as examples all enabled by a single “Standardized Interaction Template” mechanism (which we will continue to call a “Force Template”) that can address the needs of descriptive unit template publications, status publication, and business object publication.  We can abstract a simple set of requirements that would make such a mechanism both useful and feasible within the JBI:

· A mechanism for a unit, regardless of function, to connect to the JBI using appropriate authentication and establishing appropriately secure communications;

· Standardized representations for operational “Business Objects” to represent both the standard content of those business objects and standard states of workflow processes relevant to those business objects.  (Note that the use of the phrase “business objects” is specifically intended to separate the concept of this requirement from any of various Information Object – based strategies that might be used to implement this requirement, as described in Section 4).

· A specification of the specific JBI Objects that a unit or organization joining the JBI is expected to publish, and under what conditions;

· A mechanism to specify subscriptions that a specific unit or organization is expected to request and to which that unit or organization is expected to respond.

It must be noted that these requirements are not intended to constrain other kinds of interactions through the JBI.  The JBI will be a powerful environment for information exchange, and many unanticipated forms of interaction will emerge through its use.  The notion of interaction templates is intended to specify a mechanism by which frequent operational processes may be standardized in a simple and straightforward manner. 

4. Implementation Recommendations and Concepts

4.1 Design Goals

In considering recommended designs for the Force Templates, several driving design goals were recognized.

· Minimize unnecessary extensions to the JBI platform.  The platform specification must be kept general and must be independent of JBI implementation;

· Keep process constraints open.  We need to be able to implement the examples of FT-enabled horizontal integration of process, but we need to avoid constraining the FT mechanism to any specific operational processes or to any operational process management configuration methodology.  Processes for C2, ISR, and other operations, as well as those for using the JBI, will evolve rapidly, and the FT specification should provide general mechanisms and minimize constraints on this evolution;

· Keep it simple.  A working conflict or crisis response enterprise has many mechanisms for control, configuration, management, and facilitation of process interaction.  Where appropriate, Force Templates and the core JBI Services provide a mechanism to implement many of these mechanisms, using well-defined standards and agreed-upon interface semantics (e.g. standardized Force Templates) to make the interoperability happen quickly and easily.  These well-defined standards are practical assumptions: military organizations invest heavily in training and doctrine development, providing a means to ground these standards and validate their efficacy.  Through training and refinement, we anticipate Force Template definitions to evolve as doctrine to support standardized support for interoperability through the JBI.

· Future research will address a more difficult challenge: the ability to bring together a disparate set of services with no prior interface agreements, broker these services from self-contained services descriptions, and automatically compose a complete and de-conflicted operational process.  In the near term, such approaches pose significant technical risk.  Simpler, standards-based approaches should insure development of practical, near-term JBI capabilities with much less technical risk. Similarly, the enterprise supported by the JBI will have an information management staff prepared to provide support for configuring and tailoring the JBI. This practical assumption greatly simplifies the FT definition.  

· It is worth noting that the JBI Platform CAPI provides a solid example of an appropriate level of standards for any JBI platform features that might be required.  More importantly, the specific features and capabilities of the CAPI provide a powerful range of functional distinction and functional capability.  Our approach to developing a Force Template capability specification should, to the greatest degree possible, exploit the functional partitioning of JBI platform services to avoiding creating unnecessary dependencies across services, and should to the greatest degree possible avoid introducing new, special purpose platform interfaces that imply new platform requirements.  

4.2 First Order Implementation

The force template concept can be implemented simply using the basic mechanisms of the JBI platform [5, 7, 9].  This force template is implemented as an XML document [Fig. 3] that contains the appropriate force information.  This document is structured around three basic concepts: Roles, Publication Standards, and Subscription Standards:

· A Unit Role: The unit’s role definitions specify each role that can be performed by the unit in an operation.  A unit may have one or many roles. The unit’s basic role defines its default operational context, while assigned roles are roles that can be “optionally” activated.  These assigned roles represent capabilities the unit can provide that may or may not be roles the commander requires the unit to perform in a particular operation.  For example, a node may be capable of a “target selection” role and a “target nomination” role, but the commander may want another organization to be responsible for target selection.  In this case, only the target nomination role would be activated.  Each role specification contains a role-name and role-description.  Every unit will have at least one defined role, which shall define the most general purpose of the unit, and shall specify publication of the basic descriptive information about the unit (see <descriptive-publication-standard> below), and will identify the subordinate roles assigned to this unit.   Every unit role contains an optional authentication credential tag named role-authenticator that can contain the necessary information to authenticate a connection to a specific JBI implementation. Most importantly, each unit role acts as a container for role-specific Force Template publication and subscription standards;

· Publication Standards: A definition of the publications that this unit expects (and is expected) to publish, expressed as references to standard JBI Object definitions (JBI object types and versions).  The Force Template will contain three subgroups of publication standards:

· <descriptive-publication-standard>: any JBI object that the unit is required to publish when it joins the JBI, and is required to keep current.  The intent of these publication standards to announce (through publication) the existence of the unit within the JBI, and to communicate basic information describing the unit’s composition and capabilities, and it’s assigned role in the JBI-supported operation.  Once published, this information is not expected to change frequently;

· <status-publication-standard>: any JBI object that the unit is required to publish and is required to refresh.  The intent of these publications is to maintain reasonably current updates of unit status information, at a frequency of refresh appropriate to the unit’s type; 

· <process-publication-standard>: any JBI object whose publication is an expected product of the operational working processes of the unit.  In general, these publications are “Optional” in the sense that the Unit decides if and when it is necessary or appropriate to publish such a product.  Typically, these publications will provide the backbone of real-time information exchange in the JBI, ranging from publications of data collection and combat ops data, to intelligence products, to plans and planning data. Process-publication-standard publications are generally specific to a particular unit role.

· Subscription Standards: Any standard JBI Object definitions to which the Unit is expected to react whenever published is captured as a Subscription Standard.  The specific mode of response is left to the Unit’s own processes and decision making, including its choice of filtering, prioritization, etc.  

<force-template>

    <unit-identifier> jbi-unit-identifier </unit-identifier>

    <basic-role> 

<role-name> role-name-annotation </role-name>

<role-description> role-description-annotation </role-description>

<role-authenticator> jbi-implementation-specific-authenticator </role-authenticator>

<descriptive-publication-standard> 

<type> jbi-unit-descriptor-object-type </type>

<version>  jbi-unit-descriptor-object-version </version>  

 
 </descriptive-publication-standard>


…

 
 <status-publication-standard> 

<type> jbi-unit-status-object-type </type>

<version>  jbi-unit-status-object-version </version>

<frequency> time-increment  </frequency>

</status-publication-standard>


…

<process-publication-standard> 

<type> jbi-unit-process-object-type </type>
<version>  jbi-unit-process-object-version </version>

  
</process-publication-standard>


…


<role-subscription-standard>

<type> jbi-object-type </type>

<version> jbi-object-version </version>


</role-subscription-standard>

    </basic-role> 

    <assigned-role> 

<role-name> role-name-annotation </role-name>

<role-description> role-description-annotation </role-description>

<role-authenticator> jbi-implementation-specific-authenticator </role-authenticator)

<descriptive-publication-standard> 

<type> jbi-unit-descriptor-object-type </type>

 <version>  jbi-unit-descriptor-object-version </version>  
 
 </descriptive-publication-standard>


…
 
 <status-publication-standard> 

<type> jbi-unit-status-object-type </type>

<version>  jbi-unit-status-object-version </version>

<frequency> time-increment  </frequency>

</status-publication-standard>


…

<process-publication-standard> 

<type> jbi-unit-process-object-type </type>
<version>   jbi-unit-process-object-version </version>

  
</process-publication-standard>


…


<role-subscription-standard>

<type> jbi-object-type </type>

<version>  jbi-object-version </version>


</role-subscription-standard>

    </assigned-role> 

    …

</force-template>

Figure 3: Envisioned Force Template document structure

4.3 Example Use Case

A typical use case for the Force Template involves a unit being tasked to join an operation , and might look like the following:

1. A unit is tasked via standard MTF message to join a specific operational JBI.  (This unit may be any type: combat element, supporting C2 or combat support function, command element, etc.).  

a. The unit is commanded to assume a specific set of pre-defined roles in the JBI-enabled theater operations C2 enterprise.  The assigned roles correspond to know roles, trained by the unit, and represented in the unit’s Force Template.

b. Optionally, an Authenticator may be assigned the unit for each assigned role. (The specific mechanism for this Authenticator may be specific to each JBI implementation, and may be optionally used in conjunction with, in lieu of , or may be rendered unnecessary by a pre-assigned Authenticator tag contained in each Force Template role descriptor).

2. The unit stands up its own operational BI or other computing resources which will serve as a JBI Client being readied for connection to the JBI.
 

3. The Unit Client performs a connect to the host JBI platform.

4. For the basic role and for each assigned role:

a. The Unit Client performs an authenticate for the role.  The clientRep string will contain an XML document string containing the unit identification, the desired role (which might be the basic or any assigned role), and dynamically and/or pre-assigned authenticator strings.  
b. For each publication standard or subscription standard in the Force Template, the Unit Client will:
i. Perform the appropriate JBI InfoObjectSequence sequence creation for the FT-specified JBI object type and version: createPublisherSequence or createSubscriberSequence.  Note that permission to publish is granted by the JBI (i.e. the PermissionDeniedException is avoided and a valid sequence is returned) if and only if the JBI platform authorizes the Unit to perform the publish or subscribe action for the specific authenticated role.  Through this mechanism, the JBI controls “need to know” for subscriptions and “authorization to publish” for publications.

ii. For descriptive-publication-standard FT entries the JBI client will immediately assemble the appropriate JBI object metadata and payload, create the JBI object using the createInfoObject method to the connection, and submit the JBI object for publication via the publishInfoObject method on the associated sequence.
iii. Each role-subscription-standard will be handled by asserting the client-specific subscriptions via the setSequencePredicate and setSequenceCallback method on the subscription sequence.  The specific callbacks and predicates are assumed to be client-specific, and at the client’s discretion. The specific responses to callbacks triggered by these subscriptions in fully the unit Client’s responsibility.
iv. For FT entries status-publication-standard and 
process-publication-standard, it is the Unit Client’s responsibility to implement publications in a timely manner, and to meet any frequency of status publication requirements specified win the Force Template. 

4.4 Issues Raised by the First-Order Force Template Concept

4.4.1 Who owns the Force Templates?

We envision Force Templates as a unit-owned representation that associates authentication information, standard publications, and standard subscriptions with roles in which the Unit is expected to be trained and able to perform in a JBI-supported military operation.  Force Templates are built up by the unit over time and validated through operational experience using shared JBI objects
 to achieve horizontal integration of processes in which the Unit expects to participate.  Standardization across elements of these processes (different units or organizations) is achieved through the standardization of a library of JBI objects.  Force Templates for higher echelon force elements (e.g. Wing-level vs. Squadron-level) are not the aggregation of their subordinate units.  Units at different levels of echelon have their own distinct business processes and reporting requirements.  Thus, they have their own Force Templates to reflect a standardized means of interacting with those business processes and understanding those reports.  Units will commonly subscribe to their subordinate units’ Force Template publications to maintain their own aggregate status to support their required publications.

However, unlike simple information objects in a conventional OODB environment, these JBI objects provide a minimal element of shared representation, and the JBI allows additional information to be published and associated with these objects.  Thus, the Force Template-mandated information objects provide an organizational framework to “glue together” the information relevant to a specific process, but they do not proscribe the ability to link a wide range of relevant information into that framework.

A unit’s Force Template defines a doctrinal obligation for the unit to support specific interactions with the JBI.  That unit might have one JBI client registered through the JBI Common API or may have multiple clients connected.  The Force Template requirements for publication and subscription handling fall to the unit, without regard to which of their client connections actually perform these functions, or how those functions are distributed among the unit’s JBI clients

It would be possible to use the Force Template as a direct method for the commander of the JBI-supported operation to assign roles to units in the JBI.  In this case, the basic use case above would be modified so that the unit joins using only a “basic role.”  One of its role-subscription-standard specs would require a subscription to acquire its assigned Force Templates.  Each of these would contain the Force Template tags describing the role assigned, and in turn specifying the subscriptions and publications associated.  For example, the 32nd Air Intelligence Group would subscribe to all Force Templates assigned to it, and the commander’s staff would publish a Force Template of type “Manage Target Nomination” to assign that role to the 32nd AIG.  This could allow more dynamic composition of roles, and could be used to align the requested JBI Object versions with those being used in the JBI platform.  However, this poses two problems.  First, the Unit will only know how to implement roles it has trained to implement.  Second, it will only know how to map (and have code to support mapping) its internal representations into known JBI object types. (See discussion of object mapping below).  This approach seems a poor tradeoff of complexity to value.  Our interviews with JBI study participants concludes that commanders have no trouble assigning roles to units through other means.  Force Templates should concentrate on enabling interoperability to support those assignments.

4.4.2 Is there a tradeoff of Standardization vs. Flexibility in Force Templates?

The vision of the JBI includes the ability to quickly and easily facilitate interoperability between clients to rapidly establish a working, operationally tailored information management infrastructure.  Operational tailoring implies flexibility: flexibility to implement innovative processes, and flexibility to incorporate client services providers that have perhaps never been part of past activities for similar operations.  Force Templates enhance the ability to establish interoperability quickly by defining specific “pre-wired” interface definitions for many common interoperability requirements.  

At their most basic, Force Templates offer little resistance to flexibility.  While Force Templates define some common interfaces, the intent is to allow additional JBI “wiring” to supplement the Force Template-defined interfaces (through publications, subscriptions, queries, and Fuselets implemented by the JBI Information  Management Staff or by JBI clients).  However, more aggressive use of Force Template to define “solely authorized publishers” and implement more restrictive publication / subscription controls could interfere with an open, on-demand interchange of information.  This tradeoff space should be explored by early JBI Force Template experiments and should influence later Force Template concept refinement.

4.4.3 How critical is authentication to the JBI Force Template concept?

Security and information assurance issues are a pending area of specification and development for the JBI overall.  While some early consideration of Force Templates focused on the role of the FT in carrying the Unit’s credentials, we believe this functionality has been overstated as a Force Template requirement.  First, the requirement for authentication is general: it applies to any unit or organization that registers a JBI client, whether that organization has a Force Template or not.  Second, the notion of issuing and exchanging credentials is unclear, and may never be entirely standardized as new JBI platform implementations, supporting requirements for differing tradeoffs of levels of assured authentication against ease of use for large coalition operations, implement widely varying approaches. 

In general, we exploit the notion of roles in the JBI Force Template to align our model of role-based “need to know” or “need to publish” access control to the model presented on the current JBI Platform guidelines.  In this model, authenticated roles are used as part of access control triples (user / role / action requested) used to enforce policy-based access controls.  The specified mechanism can extend from simple (e.g. specifying “us-combat-element” vs. “coalition-combat-element”) to complex (e.g. having every C2 function constrained by a narrowly defined role, with some units playing many roles that can be “turned on” or “turned off” for a specific operation).  (While this issue is discussed more thoroughly later in this section, we tend to design toward simpler models of roles providing minimal necessary access control within a generally “trusted insider” model of the JBI as a single managed enclave).

In general, the idea of a pre-authorized authenticator in the Force Template is inadequate for assured authentication, which is most likely to be implemented with an on-demand authenticator issuance (look at today’s COTS certificate approaches, or frequently used “dynamic token” authentication schemes that issues changing authenticators as examples).   The Force Template mechanism specified allows a placeholder for pre-assigned authentication information.  The most likely use of this attribute is to specify a service that would be called to acquire authentication information, rather than a holder for a pre-assigned authenticator value.  However, some schemes may involve hashing a pre-assigned authenticator (like a password or personal key) against an on-demand authenticator to increase assurance.  The FT should be general enough to accommodate all these: but from the perspective of enabling horizontal integration through the FT, what we really care about is simply being able to authenticate roles.

4.4.4 What basic information must be part of the Force Template?

Every unit that joins the JBI should be required to publish certain basic information, which as a minimum should include: 

· Unit name 

· Unit Identification Code (UIC) or future equivalent

· Unit Type Code

· Copy of the Unit’s Force Template XML Document

· Assigned Roles

· Coalition or Country Alignment

· Coalition Member Security Constraints / Clearance Level

A Standard Unit Descriptor object should be defined to meet this requirement.

Additionally, various types of units should be required to publish unit-type-specific and role-specific descriptive information.  For instance, any combat element might be required to publish its force composition, sensing and ISR capabilities, etc.  Subtypes of combat elements, such as a squadron or a mechanized rifle company, would have additional descriptive objects to further specialize their description, but “specialized” still meaning within the scope of standardized JBI objects meeting a service, joint or coalition specification.  (Nothing would prevent any unit from publishing additional, unit-specific JBI objects containing information they have developed as useful unit description.  The standards would enforce minimal compliance, but not restrict additional information sharing).  Different types of units, for example a “force element” component such as an air wing, might have a quite different descriptive requirement below the Standard Unit Descriptor object.  A hierarchical set of basic descriptive objects should be designed as standard JBI objects.  Similarly, standard status information objects should be defined, with simple but general top-level objects (e.g. “operational status,” “deployment status”) augmented by unit-type-specific status (e.g. “location,” “readiness level,” “munitions status”).  

Business process objects that support specific military process functions should also be standardized to the extent that such standardization facilitates horizontal integration of common processes.  There is a very real danger that excessive standardization demands could reduce the flexibility and robustness of the JBI, interfering with the ability to quickly establish innovative new processes to meet tailored operational requirements for specific operations or unique force integration situations.  Force Templates and the standardized JBI objects they use should avoid over-tailoring the representation.  Information object schema designs should avoid over-specifying or over-constraining process elements, allowing the central JBI object for a process to be referenced by other JBI Objects to extend the problem-specific gathering of information as needed by “attaching” (by reference) new and perhaps unanticipated pieces of useful information to the process.

A specific issue regarding standardized representation in the Force Template is the specification of callbacks and predicates.   The “first order” FT definition identifies a means to specify standard subscriptions and publications, but says nothing about predicates and callbacks.  On the publication side, this is of little import: callbacks support publisher-persisted JBI objects, but this should be resolved automatically by the platform services when a subscriber receives a publisher-persisted publication callback to one of their subscriptions.  On the subscription side, there could be a reasonable desire to further specify the obligations of the client unit to handle specific subsets of subscriptions by simply specifying an additional type of role-subscription-standard tag:


<predicate> predicate-spec </predicate>.

Callbacks, the functions called in the client when a subscription is satisfied, are more client-specific, representing how the client maps the Force Template requirements to their own processes.  An argument can be made for keeping such “client mapping” information (see the mapping discussion below) as part of the Force Template.  We assign little value to this, as standardizing the semantics of callbacks would simply compete with the definition of standardized JBI objects as the primary means of standardizing interoperability standards.  

4.4.5 How are obligations enforced through the Force Template?

“Obligation” is a term taken from the policy-based information management community to represent the responsibility of a participant in an information environment to perform certain actions.  For example, the requirement for a unit to publish regular status updates containing specific data constitutes an obligation on that unit.  More subtly, the responsibility of a unit to participate in certain ways in an operational process could be treated as an obligation.  So, when a Supported CINC staff publishes a Force Request JBI object, that staff may have an obligation to publish a force request resourcing assignment.  

Our discussions with the original JBI study participants and other military domain experts lead us to a simple but clear position: obligation enforcement is not a first-order requirement for the JBI Force Template mechanism or for the JBI platform.  Force Templates provide a way to specify simple obligations associate with a unit’s assigned roles.  Military commanders are comfortable assuming these assigned obligations will be carried out to the best ability of the assigned unit, as would any other legal military order.  Process obligations, though more subtle, will emerge from training, and units will be expected to perform to their trained level of performance to their best ability.  In short, the Force Template supports horizontal integration by ensuring that obligations are specified and visible; their enforcement (beyond access control permissions) is not a primary JBI requirement.

4.4.6 How are different views of JBI objects resolved?

When units attempt to interoperate through the JBI, horizontal integration is achieved through shared JBI objects
.  The Force Template captures the specific JBI object types and versions that each unit knows how to exchange.  Obviously, this does not guarantee perfect alignment and interoperability.  Three general classes of “impedance mismatch” can occur:

· Clients using their own internal models and representations that must be mapped into defined JBI Object Types;

· Clients using different JBI Object types, representing different abstractions and aggregations of the same information;

· Clients using different versions of the same JBI Object Types.

Units participating in JBI-supported operations in general will have implemented their specific processes independently from any specific JBI representational standards.  Over time, we might expect organizations to design their supporting JBI clients to converge toward “standard” or “JBI native” processes that operate directly on standard JBI objects, but in general, we must assume that some mapping is necessary between published JBI objects and any client’s internal representations of data.  This issue can be addressed in two ways.  First, the unit’s clients will implement functions to map between the internal client data representation and a specific JBI Object Type data representation.   One or more of the unit’s JBI clients will compose JBI objects for publication from its internal representations, and its subscription callbacks will implement decomposition and re-mapping to pull data out of JBI objects into the client’s internal representation.  Alternatively, the unit may design a client that relies on fuselets to perform this transformational mapping.  In either case, the Force Template should be viewed in much the same perspective as a Java Interface specification: a commitment to support a particular level of representation, with no expectations for how that interface is implemented.

(One useful extension to the Force Template may be to extend the interface definition to include a reference to the fuselets that a unit intends to introduce into the JBI platform and the subscriptions that the unit’s clients expect to request from the JBI.  This information would provide the JBI Information Management Staff with additional insight into mechanisms needed to satisfy the unit’s client information requirements.) 

The JBI Information Management Staff will play a proactive role in creating and maintaining a coherent JBI environment.  Different units, documenting their client interfaces via Force Templates, may illuminate gaps between JBI objects or object versions.  To illuminate these interfaces, the Force Template, along with the currently assigned roles, should be published as part of the basic Unit Descriptor JBI object described previously.

5. Summary and Conclusions

In short, the essence of the Force Template in the JBI is the facilitation of horizontal integration of C2, ISR, and other operational processes by specifying the standard JBI Object representations that implement the interfaces between these processes.  These interfaces span descriptive information, status information, and other JBI-supported process products being shared between JBI clients.  A practical deployment of the Force Template could take the form of an XML document that specifies which JBI objects will be published and which subscriptions will be created.  

Across the board, the JBI objects that facilitate these process interactions must span a range of representational generality.  Basic information must be shared with standard elements of content common to virtually all JBI clients, while more specific information will be tailored to an agreed standard of interchange among sub-domains or communities of interest within the JBI: elements with common interests in sharing more specific and detailed information. 

The development of practical Force Templates requires two areas of study: the development of a prototype Force Template mechanism, and validation of this mechanism through experimental application to representative operational problems.  The basic Force Template mechanisms appear in fact to be addressable by straightforward use of anticipated JBI Platform capabilities.  Some additional client-side “standard tools” may be useful as a way to simplify application of Force Template-augmented connection to the JBI Platform, but these are secondary to the basic CAPI-required capabilities.  Experimentation in the application of Force Templates should be focused primarily on insuring the adequacy and utility of Force Template-supported interaction as a mechanism for achieving integration across enterprise business functions.  Secondarily, these experiments should capture sufficiently rich Force Template examples to aid in the design of Force Templates for future operational experimentation.

The approach suggested in this study avoids adding new mechanisms to the JBI platform specification, instead defining a layer of functionality and services that rely on existing JBI core capabilities for their implementation.  Security and information assurance features simply support currently envisioned capabilities by providing the means to store authentication-relevant information.  Specialized brokerage services to automate the resolution of Force Template-based interfaces across units have been eschewed in favor of a reliance on the careful process-based design of standardized interface agreements.   Force Templates themselves are presented primarily as client-side XML documents, used by the client to guide the correct invocation of publications and subscriptions consistent with the unit’s assigned role in the enterprise.  “Helper classes” or other client-side programming design patterns or libraries may be developed to aid in rapid development of interfaces supporting Force Template-based client registration into the JBI.  In summary, the Force Template concept proposed is intended to augment standardized JBI Objects to provide a simple and practical means of standardizing interactions across JBI-supported processes.
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Figure 2: Force Templates Specify How The Unit Supports Its Assigned Roles�By “Owning” Publication / Subscription Requirements











� The term “Unit Template” has sometimes been used to describe the Force Template definition for a specific unit type.  The terms Unit Template and Force Template are synonymous: there is no separate “Unit Template” concept.  We shall strive to eschew the use of the term “Unit Template” in this report.





�Might not want to limit ourselves to just C2.


�Again, not sure if we should limit ourselves to C2.


�I don’t understand this…specifically, I’m confused why a unit would stand up its own BI.


�Do you mean “using information object exchange via the JBI”?  This might confuse the notion of “shared updateable knowledge objects” raised by the SAB?


�See previous comment regarding SUKOs.
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